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About CERT NZ
CERT NZ is the government’s public-facing cyber security 
agency. We run the Own Your Online website – a resource 
for individuals and businesses to raise understanding of 
cyber security.

CERT NZ also provides the following services.

• Helping businesses (and individuals) affected by cyber incidents.

• Scam prevention initiatives with industry partners to detect and prevent cyber crime at the source.

• Regular stats about cyber security, which help us see the threats coming up.



Today’s agenda

We’re going to cover off:

• Common threats for businesses

• Practical tips 

• How to implement the basics



Common threats
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Phishing and credential harvesting

Scams and fraud

Unauthorised access

Ransomware

Website compromise

Other

Malware

Denial of service

Botnet traffic

Suspicious network traffic

C and C server hosting

Breakdown of incidents affecting organisations 2021 - 2023



‘Phishing’
Phishing is the practice of sending messages – via email 

or text message – pretending to be from someone 

reputable. The intent is to trick you into revealing 

personal or financial information, or doing something 

which compromises your security.

Phishing is often the first thing scammers do before 

moving to more disruptive attacks. 



Phishing emails
What to look for



Phishing text messages
What to look for

• Sent from a phone number not a 
four-digit ‘short code’

• Not a real BNZ website

• Sent from a phone number not a 
four-digit ‘short code’

• Phone number uses Australian 
area code (+61)

• Not a real NZTA website

• Sent from a phone number not a 
four-digit ‘short code’

• Phone number uses Australian 
area code (+61)

• Not a real NZ Post website



Practical tips &
Implementing the basics



Practical tips:

• Asset Management  

• Software updates 

• Passwords

• Two-factor authentication

• Principle of least privilege 

• Back ups

• Incident response plan



Asset Management 

Asset Management is recording, tracking, and maintaining every system asset 
in your organisation. This includes software and hardware, as well as any cloud-
based systems you use.

https://www.cert.govt.nz/it-specialists/critical-controls/asset-lifecycle-management/

https://www.cert.govt.nz/it-specialists/critical-controls/asset-lifecycle-management/


Software/Services:
• Website
• Email
• Bank Account
• Social Media
• Collaboration
• Invoicing

Hardware:
• Laptops
• Mobile Phones
• Modems/Routers



Software updates

Turn on auto-updates on apps and devices

• Updating devices improves performances and fixes weakness that could let 
in attackers.

• The easiest way to do this is by going to settings and turning on automatic 
updates.

• For software that doesn’t have an auto-update option, make sure to 
schedule regular checks for new updates.

https://www.ownyouronline.govt.nz/personal/get-protected/guides/keep-up-with-your-updates/

https://www.ownyouronline.govt.nz/personal/get-protected/guides/keep-up-with-your-updates/
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Password Policy vs Password Manager



Passwords Policy

• Be at least 15 characters long, preferably with numbers symbols and 
capitals – you can create a passphrase by joining four or more random 
words together and adding numbers of symbols as needed,

• Be unique, not used for other accounts,

• Not use personal information that can be easily found online – like pet 
names or birthdays,

• Not use not use common patterns – for example, 1 or ! at the end, @ 
instead of ‘a’.

To ensure your employees have secure logins, 
passwords should…

Strong and unique is better than changing regularly



Password manager
The problem with passwords is that once they are lost or guessed, 
they’re no longer secret or secure. At CERT NZ, we see a lot of 
unauthorised access incidents which are caused by issues related to 
password management.

Providing your staff with a password manager is the most effective way 
to enable them to use unique and strong passwords, and to enable 
better password hygiene.

Password managers are like a digital vault that keeps all your passwords 
in one place, so all you to do remember is the password to open the 
vault. They can also suggest passwords for you that will be almost 
impossible to crack.

https://www.ownyouronline.govt.nz/business/get-protected/guides/using-a-password-manager-in-your-business/

https://www.ownyouronline.govt.nz/business/get-protected/guides/using-a-password-manager-in-your-business/
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Two-factor authentication

Turn on 2FA as an extra layer of protection

• 2FA is a unique code sent to your phone or taken from an app that only you have 
access to.

• 2FA stops attackers from accessing your accounts with your log in details and can let 
you know that these details have been compromised.

• Read 2FA codes carefully and only enter them if the message description matches 
the action you are taking.

https://www.ownyouronline.govt.nz/business/get-protected/guides/protect-your-
business-with-2fa/ 

https://www.ownyouronline.govt.nz/business/get-protected/guides/protect-your-business-with-2fa/
https://www.ownyouronline.govt.nz/business/get-protected/guides/protect-your-business-with-2fa/
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Principle of least privilege

The principle of least privilege means only having the access you need to do 
your job. 

Restricting the level of access to only what's needed, also restricts the number 
of things an attacker can do if the account is compromised.

https://www.cert.govt.nz/it-specialists/critical-controls/principle-of-least-privilege/ 

https://www.cert.govt.nz/it-specialists/critical-controls/principle-of-least-privilege/
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Backups
If you run a business, you know how important it is to keep your data safe. If 
it’s compromised in any way —lost, leaked or stolen — you need to make 
sure you have a backup copy available so you can restore it.

• Set your backup process to happen automatically, if possible. 
• Store your backups in a secure location that isn’t on your own 

systems/servers. If your servers are compromised, your backups may not 
be available. 

• Test your backup process

https://www.ownyouronline.govt.nz/business/get-protected/guides/backups-for-your-business/  

https://www.ownyouronline.govt.nz/business/get-protected/guides/backups-for-your-business/
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An incident response plan is a step-by-step guide that documents 
who will do what, if a cyber security incident occurs.

Having a plan in place before an incident occurs will help you take 
control of the situation, navigate your way through and reduce the 
impact on your business.

Your plan will depend on the size, scale and operation of your 
business, but there are some standard elements to consider that will 
help in recovery.

https://www.ownyouronline.govt.nz/business/get-protected/guides/create-an-incident-response-plan/ 

 

Incident Response Plan

https://www.ownyouronline.govt.nz/business/get-protected/guides/create-an-incident-response-plan/


Reporting scams keeps everyone safe
Report online scams to CERT NZ  at www.cert.govt.nz/individuals/report-an-issue/ 
and we’ll work with our partners to shut them down. 

You can also:

• forward spam/scam text messages to 7726 (the Department of Internal Affairs),

• report scams on social media to the platform (for example, Facebook), and

• report unauthorised transactions and scam payments to your bank immediately.

http://www.cert.govt.nz/individuals/report-an-issue/








Questions and suggestions

Sam Leggett & Hadyn Green

0800 CERT NZ 

info@cert.govt.nz 

www.cert.govt.nz 

www.ownyouronline.govt.nz/business 

mailto:info@cert.govt.nz
http://www.cert.govt.nz/
http://www.ownyouronline.govt.nz/business


All the links
Asset lifecycle management

Recording, tracking and maintaining every system asset in your business

About: https://www.cert.govt.nz/it-specialists/critical-controls/asset-lifecycle-management/ 

Creating an asset lifecycle: https://www.cert.govt.nz/it-specialists/critical-controls/asset-lifecycle-

management/creating-an-asset-lifecycle/ 

Software updates

Keeping your software and devices updated is one of the most simple and effective steps to take, to 

ensure your environment stays secure.

https://www.ownyouronline.govt.nz/personal/get-protected/guides/keep-up-with-your-updates/ 

https://www.cert.govt.nz/it-specialists/critical-controls/patching/

Passwords

Creating long and strong passwords for your online accounts is one of the most effective ways you can 

protect your personal information, and keep yourself safe from attackers.

Good passwords: https://www.ownyouronline.govt.nz/personal/get-protected/guides/how-to-create-

good-passwords/ 

Password policy for your business: https://www.ownyouronline.govt.nz/business/get-

protected/guides/create-a-password-policy-for-your-business/ 

Keep your data safe wit ha password manager: https://www.ownyouronline.govt.nz/business/get-

protected/guides/using-a-password-manager-in-your-business/ 

Have I Been Pwned collects info from multiple data breaches to see if your email address or phone 

number has been compromised.

www.haveibeenpwned.com 

Two-factor authentication (2FA)

As part of your business strategy, you need to think about how to protect both your systems and your 

customers' accounts. 2FA is one of the tools that can help.

https://www.ownyouronline.govt.nz/business/get-protected/guides/protect-your-business-with-2fa/ 

https://www.cert.govt.nz/it-specialists/critical-controls/multi-factor-authentication/ 

Principle of least privilege

The principle of least privilege means only having the access you need to do your job. 

https://www.cert.govt.nz/it-specialists/critical-controls/principle-of-least-privilege/ 

Backups 

If you run a business, you know how important it is to keep your data safe. Backups ensure that if any 

of your data is lost or compromised, you can restore it quickly and easily.

https://www.ownyouronline.govt.nz/business/get-protected/guides/backups-for-your-business/ 

https://www.cert.govt.nz/it-specialists/critical-controls/implement-and-test-backups/ 

Incident response plan 

An incident response plan is a step-by-step guide that documents who will do what if a cyber security 

incident occurs.

https://www.ownyouronline.govt.nz/business/get-protected/guides/create-an-incident-response-

plan/ 

https://www.cert.govt.nz/it-specialists/critical-controls/asset-lifecycle-management/
https://www.cert.govt.nz/it-specialists/critical-controls/asset-lifecycle-management/creating-an-asset-lifecycle/
https://www.cert.govt.nz/it-specialists/critical-controls/asset-lifecycle-management/creating-an-asset-lifecycle/
https://www.ownyouronline.govt.nz/personal/get-protected/guides/keep-up-with-your-updates/
https://www.cert.govt.nz/it-specialists/critical-controls/patching/
https://www.ownyouronline.govt.nz/personal/get-protected/guides/how-to-create-good-passwords/
https://www.ownyouronline.govt.nz/personal/get-protected/guides/how-to-create-good-passwords/
https://www.ownyouronline.govt.nz/business/get-protected/guides/create-a-password-policy-for-your-business/
https://www.ownyouronline.govt.nz/business/get-protected/guides/create-a-password-policy-for-your-business/
https://www.ownyouronline.govt.nz/business/get-protected/guides/using-a-password-manager-in-your-business/
https://www.ownyouronline.govt.nz/business/get-protected/guides/using-a-password-manager-in-your-business/
https://www.ownyouronline.govt.nz/business/get-protected/guides/protect-your-business-with-2fa/
https://www.cert.govt.nz/it-specialists/critical-controls/multi-factor-authentication/
https://www.cert.govt.nz/it-specialists/critical-controls/principle-of-least-privilege/
https://www.ownyouronline.govt.nz/business/get-protected/guides/backups-for-your-business/
https://www.cert.govt.nz/it-specialists/critical-controls/implement-and-test-backups/
https://www.ownyouronline.govt.nz/business/get-protected/guides/create-an-incident-response-plan/
https://www.ownyouronline.govt.nz/business/get-protected/guides/create-an-incident-response-plan/
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