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Today’s agenda

* What is a data breach and how it can happen

* Legal requirements under the Privacy Act, including
when and how to report.

* What an effective incident response looks like.

* Practical steps to improve your organisations
preparedness and incident response.
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About the National Cyber Security Centre

The NCSC is the Government's lead agency for cyber
security.

 We provide advice and education to all New Zealanders, from businesses to
individuals to nationally significant organisations.

 We also provide incident response and support to anyone who needs it.

* The Own Your Online website has easy to understand resources and guides
to help educate all New Zealanders about cyber security and stay ahead of
the latest scams and threats.
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What is a data breach?

A data breach happens when private information
held by an organisation is compromised, stolen

or released by accident.
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The full extent of the Qantas Supermarket loyalty card
cyber attack has been revealed cyberattack prompts password
with 5.7m customers affected koo S 50060

6 Alan Granville
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How does it happen?

Data breaches can happen because of an intentional attack or unintended error.

Cybercriminals can exploit vulnerabilities in systems or networks to access your
data.

Someone in your organisation may be targeted in a phishing attack and tricked
into revealing important information, such as their login details.

Insider threats can be a source of a data breach. Anyone with authorised access
could misuse their privilege or intentionally leak information.

Data can also be leaked through human error, such as in an email to the wrong
person, or through misplaced or stolen devices containing sensitive information.
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What effect does it have?

A data breach can affect your organisation in many ways.

* Financial: your organisation could incur costs such as legal fees, penalties and the
cost of remediation.

* Reputational: a data breach can erode customer trust and affect brand credibility.

* Legal: if you are a business owner, you are obligated by the Privacy Act 2020 to
protect peoples' personal data and to report breaches promptly.

* Personal: stolen personal data can lead to identity theft, financial fraud, and other
malicious acts.

* More phishing: people whose information has been leaked may become the
target of more phishing attacks
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Common scenario

Spear phishing
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staff member
clicking link in
email.
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What happens to the data?

breachforums.cx

https://files.fm/u/
https://files.fm/u,
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@ Privacy Commissioner

What happens when
you notify OPC of a
breach?

Susan Allen, Compliance & Enforcement Manager

19 August 2025



If you remember nothing else from this presentation,
remember this:

. Your agency has legal obligations under the Privacy Act.

. The Office of the Privacy Commissioner has a LOT of guidance at www.privacy.org.nz to

help you identify and understand these obligations.

Privacy Commissioner
Te Mana Matapono Matatapu
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http://www.privacy.org.nz/

About the Office of the Privacy Commissioner

Who are we? What do we do?

« We are an independent crown entity tasked with o _ _ ,
working to develop and promote a culture in  |Investigating privacy complaints from the public
which personal information is protected and
respected. - Issuing codes of practice

« Dispute resolution

 Compliance « Education, publicity, guidance and training

* Policy

* Capability & Guidance ersight, compliance and monitoring
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> \ bnsultation and policy advice
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-ELa-ting as an intervenor in the courts on privacy issues
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Defining a privacy breaches

A privacy
breach is:
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Unauthorised or accidental
access to, or disclosure,
alteration, loss, or destruction of,
the personal information; or

An action that prevents the
agency from accessing the
information on either a temporary
or permanent basis

Some are
notifiable:
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A privacy breach that has
caused, or is likely to cause,
serious harm to an individual is
a notifiable privacy breach

If a notifiable
breach occurs:
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Legally required to notify the
Commissioner as soon as
practicable

Must notify affected individuals
as soon as practicable, unless an
exception applies

Information may be provided
incrementally

Obligation of secrecy
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Breach management

Contain Assess Notify
Reduce the impact How successful is the containment? Be transparent, and prompt to reduce harm
Assemble response team
Diagnose What happened SenS|t|V|ty Of the information
Secure the information
Is there a malicious element? Notify OPC:
kkk What is the context? « Information may be provided incrementally
k Document your decision making  Obligation of secrecy

. Consider your regulatory obligations
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https://www.privacy.org.nz/responsibilities/privacy-breaches/notify-us/

Home / Your responsibilities / Privacy breaches / NotifyUs - For organi...

NotifyUs - For organisations to report privacy breaches

Do | need to notify? —
If you have already determined that a privacy breach at your organisation is notifiable, or wish to notify us in any case, click on the 'Report
a breach' button below to be taken to NotifyUs.
See a checklist of what information is required | here.

Please note: NotifyUs works best with up-to-date internet browsers (e.g. Chrome, Firefox and Edge). We recommend not using
legacy browsers with it (e.g. Internet Explorer and legacy Edge).

Report a breach —

If you need to update a privacy breach report you previously submitted to us, you can:
Email your update to: notifyus@privacy.org.nz

QOr use this form:

Update a breach —

What we’ll ask you:

. Contact details

. Timeline of the incident

. What happened

. What type of information is involved

. Likely harm to individuals

Affected individuals

Information may be provided

incrementally -



Privacy breaches reported to us

Top 6 Industries reporting serious breaches to date

Education and Training

> @Financial and Insurance Services Breakdown Type of Breach to date 0 Q=&
% Health Care and Social Assistance AR SR
2% 0% Unauthorised sh
= @ Information Media and Telecommuni... o > - :Em. o
: . _ @ Professional, Scientific, Technical, A. .. » ‘ :m""’
200 : Public Administration and Safety EployeaErcieanr

Number of Breaches
Top 6 Industries reporting breaches over time
200 -

Loss or theft of physical docu...

10% it

@ Website or IT system error
Inability to access information

22% Postal error

Loss or theft of IT equipment

Disposal error

13%

* includes Ransomware

Number of Brea, ..
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Privacy Act 2020

Questions to ask yourself and your team

What personal information do we hold? What are we collecting, and why?
Who is my agency’s privacy officer, and how do | raise privacy concerns?

Do | know what we have in our privacy policy? What am | telling individuals when | collect their personal
information?

Do our information handling practices line up with what we’re telling people?

What steps can | take to keep information secure?

Does my agency hold information that we don’t need anymore?

What happens if something goes wrong? Do we have a breach management plan?

What are my privacy blind spots? Where can | go to learn more?

Guidance hub: https://www.privacy.org.nz/responsibilities/poupou-matatapu-doing-privacy-well/
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Thank you — any questions?

Privacy Commissioner
Te Mana Matapono Matatapu
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How to protect your
business from a data
breach




Data collection, storage and
encryption

Data collection

Consider what information you really need to collect from clients and contacts.
Your level of risk is based on the amount of data you have — the more you collect, the
more valuable it is to an attacker. By only collecting what you need, you reduce your risk.

Data storage
If you use a cloud service for data storage, check the provider can give you the services
and protection you need.

Encryption

Make sure you’re encrypting any data you collect. This includes while it’s:

* intransit — for example, collect data from your customers through an HTTPS form
 atrest—whenit’s stored in a database.
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Manage staff access

We often use the term ‘principle of least privilege’. This means only
giving people the level of access they need to do their job.

This reduces the risk of data being accidentally shared. It’s also
important to make it clear to employees who have access to data that
they can only use it for work-related purposes.
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Create an incident response plan

Develop a response plan for what to do if your
business is affected by a data breach — or any
other type of online security incident. Make
sure your staff know to report any security
breach to your IT person or team.
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Incident response to a data breach

If your business has had a data breach:

e disconnect the compromised system from the
internet, but don’t turn it off. If you turn it
off, you could lose evidence that will help you
work out what happened

* reset the passwords for any compromised
accounts.
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Key takeaways

Data breaches are easier to avoid than they are to fix. Having the right
protections in place is key.

The effects are a data breach can go on for years.
Your business has legal obligations under the Privacy Act.

OPC can help you figure out what your obligations are in the event of a
data breach.

Always be conscious of what data and information your business
collects.

If you have a data breach, report it and get assistance.
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Getting help




How to get in touch with NCSC

If there is a cyber security incident:
« Website: Report it
 Phone: 0800 114 115

« Email: incidents@ncsc.govt.nz

* General enquires: info@ncsc.govt.nz

N
News Own Your Online & Subscribe for updat:s Report it

}) National Cyber MO matou A matou mahi Nga whakatlpatotanga Tiakina td whakahaere 2 Tirohanga
Security Centre

Who we are What we do Alerts Protect your organisation
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https://www.ncsc.govt.nz/report/
mailto:incidents@ncsc.govt.nz

If you remember nothing else from this
presentation, remember this:

. Your agency has legal obligations under the Privacy Act.

. The Office of the Privacy Commissioner has a LOT of guidance at www.privacy.org.nz to

help you identify and understand these obligations.

Privacy Commissioner
Te Mana Matapono Matatapu
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http://www.privacy.org.nz/

Thank you and sign up
Cyber Smart Week

6 — 12 October

National Cyber
,)) Security Centre
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